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	VXGaming LLC (Virtual Exchange Gaming) is a software development company that plans to revolutionize gaming by developing a “Pay to Play Platform” (PPP) for an existing First Person Shooter. This platform consists of two vital parts; the public interface and the core technology. The public interface will be a social networking webpage located at http://www.vxgaming.net, where players can create an account with VXGaming. Through the public interface they will be able to keep track of all games they have played with detailed statistics for each game including their wins and losses. They will also be able to communicate with other players. While the platform is primarily designed for Pay To Play; free servers will also be available where gamers can test-drive the platform in order to familiarize themselves with it. One of the key features of the VXGaming system will be the EvenMatch system that will automatically match up players of similar skill, making their experience more fun and challenging.
	The core technology is the software that runs the gaming servers. It will be written in C++ and developed with portability in mind. The goal is to eventually have the VXGaming platform power a multitude of online games and setting a new standard in online gaming. 
 	VXGaming will make its money by charging a 10% commission on each game played. For example, if 20 players are playing a $10/game. The total pot will be $200; the winner will take $180 while VXGaming collects the $20 commission.
	Since the gaming experience is competitive in nature with monetary benefits to the best players, a major liability we have is that some participants may use 3rd party cheating, botting, or macroing software in order to gain an unfair advantage over other players. One example of such a cheat would be an “auto-aim” hack that manipulates the computer’s memory in order to automatically target nearby players. Another common cheat method in First Person Shooter’s is known as ‘wall-hacking’. Basically it is a 3rd party program that disables the textures placed on walls making them see through. Another popular technique is replacing player model textures with textures that are more visible, for example replacing camouflage with neon green.
	This is a major liability because it affects the players that do not cheat; who in turn will lose trust and confidence in the company and the software.  Since my software is dependant on people playing a fair tournament, tolerating any kind of cheating would beyond any doubt completely destroy my business. I would have to deal with the implications of refunding the players who participated in a match where someone cheated. This would not only be a huge accounting nightmare, but most likely result in the affected players cancelling their accounts.
	World of Warcraft, a Massively Multiplayer Online Role-playing Game (MMORPG), has had to deal with similar situations. Even though their in-game currency is not directly exchangeable with real life currency, they still have a volatile and carefully balanced in-game economy to manage. A lot of people participate in Real Money Trade (RMT), which is the exchange of virtual currency for real currency through 3rd party vendors. A typical example of this would be if a World of Warcraft player seeks a rare item that can take weeks to acquire inside World of Warcraft; but instead of playing the game to acquire the item they buy it from someone else for real money, who then trade them the item in-game. This has led to a lot of opportunistic people cheating in the game through either money duplication bugs, known as dupes, or using 3rd party software to play the game for them. This is a direct violation of Blizzard’s Terms of Use.
	Since the release of World of Warcraft, Blizzard has been notorious for sending lawyers to the doorsteps of 3rd party software developers for World of Warcraft in order to serve them with a Cease and Desist letter. In most cases the accused parties have succumbed to threat and stopped their operations. However, one party, Michael Donnelly of MDY Industries LLC, refused to stop his operations and filed a case against Blizzard in order to get a court ruling that he was not infringing upon Blizzard’s software. MDY Industries LLC created “WoWGlider”, a popular World of Warcraft botting program that allows players to earn currency, level up and acquire items while being away from their computer.
	On October 25, 2006 MDY Industries filed a civil case against Blizzard Entertainment, Inc and Vivendi, Blizzard’s parent company. MDY Industries “seeks a Declaratory Judgment that it is not infringing any rights, copyright or otherwise, owned by Defendants Blizzard Entertainment, Inc and Vivendi, SA (collectively, “Defendants”)”(Venable, 2006).
	On February 16, 2007 Blizzard Entertainment, Inc responds to the case with a counter-claim where they seek “injunctive relief, money damages and related relief against MDY”. They are claiming that “WoWGlider” infringes upon the intellectual property rights of World of Warcraft by circumventing their anti-hack mechanism, ‘Warden’, which Blizzard refers to as a copyright protection device. Blizzard’s complaint states that “WowGlider’s unauthorized code then enables its users to cheat fellow players by completing in-game tasks, and building characters with little or no human participation, thereby giving WoWGlider users significant unfair and contractually prohibited advantages over legitimate players. Via the website wowglider.com, MDY actively markets and promotes WoWGlider with knowledge that they are encouraging and enabling WoWGlider users to breach their contracts with Blizzard. MDY’s actions have unjustly profited Michael Donnelly while negatively impacting the experience of millions of legitimate WoW Gamers and causing significant damage to Blizzard.”(Stein, 2006, p. 5). Blizzard employs several security measures in order to prevent games from cheating. The first step to playing World of Warcraft is installing and launching the WoW client. When you launch a program, the executable code is loaded into Random Access Memory (RAM), because running a program off the hard drive would be too slow. This is not a design by Blizzard, this is the way all operating systems are designed. When you launch WoW, Blizzard also launches a program called Warden. The intent of Warden is to detect unauthorized copies of WoW and restrict the user from running them. Warden runs targeted scans on the computer’s memory in order to detect the presence of “signatures” of known hack programs. This is the same technique that anti-virus software uses to detect viruses, trojans and malware. If Warden detects that there is unauthorized software running on a person’s computer it prevents World of Warcraft from launching, thereby preventing that user from accessing Blizzard’s copyrighted content . World of Warcraft is also protected by a click-wrap agreement for their Terms of Use. The user must also agree to the Terms of Use (TOU) when first creating an account for use with WoW. The TOU states that any use of the WoW game client or access to the WoW gaming environment that is not in accordance with the TOU is expressly prohibited. It also states that the user is not allowed to modify, or cause to be modified any files that are part of the program or service. Another condition of the TOU is that users will not use cheats, bots, ‘mods’, and/or hacks, or any other third-party software designed to modify the World of Warcraft experience . Blizzard counter-sues MDY Industries LLC with the following claims “Tortious Interference With Contract” [I],  “Contributory Copyright Infringement” [II], “Vicarious Copyright Infringement” [III], “Violation of Digital Millennium Copyright Act” [IV],  “Trademark Infringement” [V],  “Unfair Competition” [VI],  and “Unjust Enrichment” [VII]. Blizzard also alleges that Michael Donnelly is the alter ego of MDY Industries, LLC in order to pierce through his corporate protection so they can go after him personally.
On March 3, 2009, Judge David Campbell ruled in favor Blizzard Entertainment, Inc through a stipulated judgment. It was ordered that Blizzard was entitled to recover $6,500,00 as monetary damages for counts I, II and II of the counter claim. It was also ruled that if any one or two of the counts should be reversed on appeal, then any remaining count should independently support the $6,500,000 in damages. It was also ruled that Michael Donnelly is personally liable.. On May 11, 2009 Michael Donnelly filed with the United States Court of Appeals for the Ninth Circuit. I will continue to follow this case as I find it interesting and it directly applies to my industry.
	I personally believe that referring to ‘Warden’ as a copyright protection device was a bit of a stretch, but a brilliant move on the part of Blizzard, and the judge went for it. Assuming that the decision is not appealed this will set a precedent that software developers can follow in order to better protect their software.  Step 1: Copyright your source code; Step 2: Bundle a “copyright protection device” with your software; Step 3: State in your Terms of Use that that is illegal to use 3rd party programs, modify program code or circumvent the copyright device.
	These steps outlined above will be directly applied to VXGaming LLC and the software that we develop in order to combat hackers and cheaters. This ruling should also have a preventive effect on the people currently developing 3rd party hack software for video games. No one wants to be personally liable for over $6 million in damages. If we can prevent hackers/cheaters from entering the game, and then go after them legally should they be able to circumvent our protection schemes it will help in establishing a fair playground for all players. This in turn will build confidence in our product, which is vital for the business in order to grow and prosper. In conclusion, I have mixed feelings about the ruling. As a game developer I appreciate the ruling; however as a gamer, former hacker, reverse engineer, and software security consultant for major gaming companies the ruling concerns me.
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